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HPC and Big Data enabled Large-scale Test-beds and Applications
ICT-11-2018-2019
IA Innovation action

11a) targeting the development of large-scale HPC-enabled industrial pilot test-beds supporting big
data applications and services by combining and/or adapting existing relevant technologies
(HPC/BD/cloud) in order to handle and optimize the specific features of processing very large data
sets. The industrial pilot test-beds should handle massive amounts of diverse types of big data
coming from a multitude of players and sources and clearly demonstrate how they will generate
innovation and large value creation. The proposal shall describe the data assets available to the test-
beds and, as appropriate, the standards it intends to use to enable interoperability. Pilot test-beds
should also aim to provide, via the cloud, simple secure access and secure service provisioning of
highly demanding data use cases for companies and especially SMEs.

Jan Martinovi¢, IT4lnnovations, VSB-TU Ostrava
14,036,272.5 euro

12,218,545.5 euro
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Topic: HPC and Big Data enabled Large-scale Test-beds and Applications

Topic L EXIS project builds an advanced engineering platform at the confluence

Type ¢ of HPC, Cloud and Big Data which leverages large-scale geographically-
distributed resources from existing HPC infrastructure, employ Big Data 9 P'¢

analytics solutions and augments them with Cloud services. by s

) data
nerate

Driven by the requirements of the pilots, the LEXIS platform builds on best e test

of breed data management solutions (EUDAT) and advanced distributed ti'nt;e‘j;
orchestration solutions (TOSCA), augmenting them with new efficient

Projecc  hardware capabilities in the form of Data Nodes and federation, usage

Budge monitoring and accounting/billing supports to realize an innovative

EC Cot solution.

Partne

Scope:

Project duration: January 2019 - December 2021
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COMPANY DESCRIPTION 1/2 @) Outpost24

We don’t think it’s fair that businesses are targets of cybercriminals. As a leading cyber assessment company, we’re
on a mission to help our customers tighten their cyber exposure before their business can be disrupted. Our ethical
hackers and the tools they’ve created provide a complete view of your security posture with solution-based insights

that facilitate and prioritize remediation efforts.
Business Value

Objective
Secure the assets that improve business
resilience

Shifts

« Move beyond owned infrastructure
assessment,

assess cloud workloads Applications
« Integrate application security testing,
and combine with container assessments

« Evaluate data access rights, user access
levels

then correlate systems, data, and users

Devices
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MAIN COMPETENCES/SKILLS

Full stack correlation
or targeted layer
Continuous monitoring

or point assessment
Customer operated
or managed service
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SECURITY CORNER

“Zero Trust Architecture”

Do NOT rely on perimeter-based [ T ]
network security I
Minimize access to resources [ LExs A1/ Backena }

Enforce Authentication and

Authorization v
LEXIS Distributed Data LEXIS Orchestration LEXS Authentication &
Infrastructure Infrastructure
A
h

« Do “NOT TRUST” anything inside ==
the perimeter { ) ( }
« Use secure communication ) 1

channel
« Always check Identity and Access

+ Send API request using Token
+ ieve APl respon.
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LEXIS MONITORING

« Several Collection Points for all metrics
« Several Storage system
« Only ONE Unified Presentation layer with several alerting capabilities

Infrastructure Collecting Storage Presentation

Prometheus
DB

Collectors and

3rd level — LEXIS Platform Exporters

iRODS, Keycloak, YSTIA, HEAppE, Billing system, Portal, ...

node exporter

iRODS audit plugin

2nd level — Support infrastructure
ElasticSearch

VMware, OpenStack, Active Directory, VPN, ... WMI exporter

Ceilometer

Alerting

Channels
E-mail/Chatbots

InfluxDB

1st level - Physical hardware

CPU, I/O, Memory, Network,...
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PROMETHEUS e

Targets

blackbox (24/24 up)

° Tlme se rles database blackbox_irods (19/19 up) R

celery_exporter (1/1 up)
haproxy (111 up}
«  CNCF graduated project eycosk 11 up) B

« Scraping different endpoints to collect “metrics”

Scrape
Endpoint State Labels Last Scrape Duration Error
hitps: lexis-kaycloak srvIrz ded4 realms/mastermetric | UP Job="keycloak” 10,8055 ago 3432ms
keycloak_logins v
my_sql_exporter (1/1 up) Eiiiea
Graph  Console
node (24124 up) EETEA
- + “ » O stacked

postgres_exporter (6/6 up) m

10k
prometheus (111 up]m

8k Scrape
Endpoint State Labels Last Scrape Duration Error
hitp metrics up - promenans” 1.031s ago 5373ms

7}
AI_REALM_LRZ

Remove Graph
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PROMETHEUS EXPORTERS

«  Node Exporter: https://github.com/prometheus/node_exporter

«  Keycloak Exporter: https://github.com/aerogear/keycloak-metrics-spi

«  MySQL Exporter: https://github.com/prometheus/mysgld_exporter

# HELP keycloak_user_event UPDATE_PASSWORD Generic KeyCloak User event

# TYEE keycloak user event UPDATE PASSWORD counter

keycloak user event UPDATE PASSWORD{realm="LEXIS-RAI",} 1.0

# HELP keycloak user_event UNREGISTER_NODE Generic KeyCloak User event

# TYPE keycloak_user_event UNREGISTER_NODE counter

# HELP keycloak user event REGISTER NODE ERROR Generic KeyCloak User event

# TYPE keycloak user_event REGISTER NODE ERROR counter

# HELP keycloak user_event EXECUTE ACTION TOREN ERROR Generic KeyCloak User event
# TYPE keycloak_user_event EXECUTE_ACTION_TOREN_ERROR counter

# HELE jvm_memory pool_allocated_bytes_total Total bytes allocated in a given JVM memory pool.

Only updated after GC, not continuously.

# TYPE jvm memory pool allocated bytes_total counter

# HELP keycloak user_event IDENTITY PROVIDER LOGIN ERROR Generic KeyCloak User event
# TYPE keycloak_user_event IDENTITY_PROVIDER LOGIN_ERROR counter

keycloak user event IDENTITY PROVIDER LOGIN ERROR{realm="master",} 2.0

# HELP keycloak_user_event TOKEN EXCHANGE Generic KeyCloak User event

# TYPE keycloak_user_event TOKEN EXCHANGE counter

keycloak user_event TOKEN EXCHANGE{realm="LEXIS-RAI",} 202Z.0

4 DTN brurrlaal aear Amand TACATIM FPanari~ Baoflaalk Tlear Asran +

[metrics

status i
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https://github.com/prometheus/node_exporter
https://github.com/aerogear/keycloak-metrics-spi
https://github.com/prometheus/mysqld_exporter

KEYCLOAK CONFIGURATION FOR GRAFANA

*  Create REALM + Client for Monitoring

* Create Role inside Monitoring Client
«  Create Mapper for Monitoring Client

Clients > LEXIS_MONITORING

LEXIS_MONITORING w

Settings Credentials Roles Client Scopes & Mappers @
Permissions @

Search... Q | View all roles
Role Name Composite
LEXIS_MONITORING_ADMIN False
LEXIS_MONITORING_EDITOR False

Clients > LEXIS_MONITORING > Mappers > Realm Roles Mapper

Realm Roles Mapper &

Protocol & openid-connect
1D dc75486a-1a73-492b-8ff2-7c47a78dc724
Name @ Realm Roles Mapper
Mapper Type © User Realm Role

Realm Role prefix ©
Multivalued & m
Token Claim Name @
Claim JSON Type ©
addowtokeno [N |
Addtosccesstokeno [N |
rddtouserinoe [0 |

Scope © Revocation S

Save || Cancel

Description
Administrator role for LEXIS Monitoring

Editor role for LEXIS Monitoring

Actions
Edit
Edit

Add Role

Delete

Delete

11 LEXIS Project
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GRAFANA CONFIGURATION

Keycloak as OAUTH
Prometheus as Data Source

AR Generde OAuth HHEHEHHHHHEHEHEHEHEH

[auth.generic_oauth]

auto assign org id = 1

enabled = true

name = QAuth

allow sign up = true

client id = <KC CLIENT ID>

client secret = <KC CLIENT SECRET>

scopes = openid profile email

auth_url = https://<KC_SERVER>/auth/realms/<KC_REALM>/protocol/openid-connect/auth

token_url = https://<KC_SERVER>/auth/realms/<KC_REALM>/protocol/openid-connect/token

api_url = https://<KC_SERVER>/auth/realms/<KC_REALM>/pratocol/openid-connect/userinfo
signout_redirect url = https://<KC SERVER>/auth/realms/<KC_REALM>/protocol/openid-connect/logout?redirec
t_urizhttps://<GRAFANA SERVER>/grafana

role_attribute path = contains(realm access.roles[*], 'ADMIN') 8& 'Admin' || contains(realm access.roles
[¥], 'EDITOR') && 'Editor’ || 'Viewer'

12 LEXIS Project

Data Sources / Prometheus

it Settings 88 Dashboards

Prometheus Default

URL

Access Server (default)

Whitelisted Cookies

Auth
Basic auth With Credentials
TLS Client Auth With CA Cert
Skip TLS Verify

Forward OAuth Identity

Custom HTTP Headers




GRAFANA DASHBOARD NODE EXPORTER

88 System Monitoring / System-monitor-sikplrz-lexis-database tr =%

localhost ~
~ Basic CPU / Mem / Disk Gauge

CPU Busy Used RAM Memory

~ Basic CPU / Mem / Disk Info

CPU Cores Total RAM

2 3.83GiB

~ Basic CPU / Mem Graph

CPU Basic

1200 1400 16:00 18:00 2000 22:00

— BusySystem  BusyUser  Busylowait — BusylRQs — BusyOther — Idle

~ Basic Net / Disk Info

Network Traffic Basic

-20KiB
1200 1400

— recvethl — trans ethd
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Used SWAP Used Root FS CPU System Load (1m avg)

Total SWAP Total RootFS System Load (1m avg)

0B 60.0 GiB 0

Memory Basic
5GiB
4GB
3GiB
2GiB
954 MiB

0B
1200 1400 1600 1800 20:00

— RAMTotal — RAM Used RAM Cache + Buffer — RAM Free SWAP Used

Disk Space Used Basic

1200 1400
— fvarflib/lxcfs

CPU System Load (5m avg)

Uptime

5.0 weeks




GRAFANA DASHBOARD MYSQL EXPORTER

88 MySQL Dashboard for keycloak DB ¥ «

keycloak ~ my_sql_exporter + 141.40.145.143:9104 ~

Current QPS InnoDB Buffer Pool

~ Connections

MySQL Connections MySQL Client Thread Activity

11:03:00 11:03:30 11:04:30 11:05:30 11:06:00 11:06:30 11:07:00 11:07:30 11:03:00 11:03:30 11:0400 1104:30 11:05:00 11:05:30 RRE 11:06:30 11:07:30

— Max Connections — Avg Threada Running

— Mav llsad Nrnnartinne Pl Thraads Punninn

v Table Locks

MySQL Questions MySQL Thread Cache

11:08:00 11:03:30 11:04:30 11:0500 110530 11.06:00 11:06:30 11:07:30
11:03:00 11:03:30 11:04:30 11:05:00 11:0530 11:06:00 11:06:30 11:07:00 11:07:30

— Thread Cache Size 15100 15100 15100
— 141.40.145.143:9104

— Themnde fenbend ann ~nn ~on

~ Temporary Objects

MySQL Temporary Objects MySQL Select Types
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GRAFANA DASHBOARD: KEYCLOAK EXPORTER

88 LEXIS Keycloak Metrics ¢ 3

lexiskeycloak.srv.irz.de:443 LEXIS-AAl + master ~

‘Current Memory HEAP Current Memory nonHEAP Memory Usage

954 MiB

A AN AAAANA

477 MiB

10:56 10:58 11:00 1102 11:04 1106 11:08 1:10

Logins Per REALM Logins Per CLIENT Regisirations Per CLIENT

percentage
LEXIS_AAL REALM

LEXIS_DDI_IRODS_AP1

LEXIS_DDI_IRODS_AUTH WpCsETis
LEXIS_MONITORING

LEXIS_PORTAL SERVICE

account

15

= LEXIS-AAI

= master

10:44 10:46

— LEXISAAI

— master

LEXIS Project

percentage
100%
0%

Logins per REALM

10:54 10:56 10:58 1102 1104 11:06

— LEXISAAI

— master

admin-dli

security-admin-consale
percentage

Logins FAILED attempts per REALM

11:00 11:02 11:04 11:06

1108




GRAFANA ALERT CONFIGURATION

Create Notification Channel in
Alerting

Ad d Al ert | n G rap h/Vl ew MySQL Dashboard for keycloak DB / Edit Panel

keycloak » my_sql_exporter ¥ 141.40.145.143:9104 ~

MySQL Connections

11:31:30 11:32:00 11:32:30 11:33:00 11:33:30 11:34:00 11:34:30 11:35:00 11:35:30 11:36:00

e

t4 Transform

e Alertl ng MySQL Connections alert Evaluate every

i= Alert Rules %7 Notification channels Carvdliei:

query (A, 5m, now)

No Data & Error Handling
Name Type

If no data or all values are null No Data

VPN tunnel between LRZ and IT4l is down email
If execution error or timeout Alerting

Mattermost notification channel slack
[ALERT] Multiple Unauthorized access attempt email Notifications

Send to [ [ALERT] Multiple Unauthorized access attempt (default) <
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GRAFANA ALERT

e Alerting

:= Alert Rules %3 Notification channels

States Al How to add an alert
CPU Basic alert
ICMP round trip time (IT4l) alert

ICMP round trip time lexis-keycloak.srv.Irz.de alert
ICMP round trip time lexis-Irzicat1.srv.Irz.de alert

ICMP round trip time lexis-Irzicat1.srv.Irz.de alert

ICMP round trip time sikplrz-lexis-database.srv.mwn.de alert
Memory Basic alert

SSH Attack detected

17 LEXIS Project




GRAFANA GEO

88 NGINX LOGS & GEO MAP on Steering ¥ <3

NGINX STATUS NGINX STATUS TIME
Up 3.7 day

¥ GEO MAP

GEOMAP Country SUM
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DOCUMENTATION & LINKS

« Keycloak
o https://www.keycloak.org/

o https://www.keycloak.org/extensions.html

« Prometheus
o https://prometheus.io/

o https://prometheus.io/docs/instrumenting/exporters/

« (Grafana
o https://grafana.com/

o https://community.grafana.com/
o https://grafana.com/grafana/dashboards/10441

« Zero Trust Architecture
o NIST: https://csrc.nist.gov/publications/detail/sp/800-207/final
o NSA: https://www.nsa.gov/News-Features/Feature-Stories/Article-

View/Article/2515176/nsa-issues-quidance-on-zero-trust-security-model/

19 LEXIS Project
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