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(HPC/BD/cloud) in order to handle and optimize the specific features of processing very large data

sets. The industrial pilot test-beds should handle massive amounts of diverse types of big data

coming from a multitude of players and sources and clearly demonstrate how they will generate

innovation and large value creation. The proposal shall describe the data assets available to the test-

beds and, as appropriate, the standards it intends to use to enable interoperability. Pilot test-beds

should also aim to provide, via the cloud, simple secure access and secure service provisioning of

highly demanding data use cases for companies and especially SMEs.
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LEXIS project builds an advanced engineering platform at the confluence 

of HPC, Cloud and Big Data which leverages large-scale geographically-

distributed resources from existing HPC infrastructure, employ Big Data 

analytics solutions and augments them with Cloud services. 

Driven by the requirements of the pilots, the LEXIS platform builds on best 

of breed data management solutions (EUDAT) and advanced distributed 

orchestration solutions (TOSCA), augmenting them with new efficient 

hardware capabilities in the form of Data Nodes and federation, usage 

monitoring and accounting/billing supports to realize an innovative 

solution. 
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We don’t think it’s fair that businesses are targets of cybercriminals. As a leading cyber assessment company, we’re 

on a mission to help our customers tighten their cyber exposure before their business can be disrupted. Our ethical 

hackers and the tools they’ve created provide a complete view of your security posture with solution-based insights 

that facilitate and prioritize remediation efforts. 

COMPANY DESCRIPTION 1/2

Objective

Secure the assets that improve business 

resilience

Shifts

• Move beyond owned infrastructure 

assessment,

assess cloud workloads

• Integrate application security testing, 

and combine with container assessments

• Evaluate data access rights, user access 

levels

then correlate systems, data, and users



6 LEXIS Project

• Full Stack Cyber Exposure Assessment

MAIN COMPETENCES/SKILLS

Full stack correlation

or targeted layer

Continuous monitoring

or point assessment

Customer operated

or managed service

Managed Service

Customer Success

Netsec Cloudsec

Appsec

Datasec

Usersec
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“Zero Trust Architecture”

◦ Do NOT rely on perimeter-based 

network security

◦ Minimize access to resources

◦ Enforce Authentication and 

Authorization

• Do “NOT TRUST” anything inside 

the perimeter

• Use secure communication 

channel

• Always check Identity and Access

SECURITY CORNER
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• Several Collection Points for all metrics

• Several Storage system

• Only ONE Unified Presentation layer with several alerting capabilities 

LEXIS MONITORING



9 LEXIS Project

• Time series database

• Scraping different endpoints to collect “metrics”

• CNCF graduated project

PROMETHEUS
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• Node Exporter: https://github.com/prometheus/node_exporter

• Keycloak Exporter: https://github.com/aerogear/keycloak-metrics-spi

• MySQL Exporter: https://github.com/prometheus/mysqld_exporter

PROMETHEUS EXPORTERS

https://github.com/prometheus/node_exporter
https://github.com/aerogear/keycloak-metrics-spi
https://github.com/prometheus/mysqld_exporter
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• Create REALM + Client for Monitoring

• Create Role inside Monitoring Client

• Create Mapper for Monitoring Client

KEYCLOAK CONFIGURATION FOR GRAFANA
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• Keycloak as OAUTH

• Prometheus as Data Source

GRAFANA CONFIGURATION
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GRAFANA DASHBOARD NODE EXPORTER
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GRAFANA DASHBOARD MYSQL EXPORTER
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GRAFANA DASHBOARD: KEYCLOAK EXPORTER
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GRAFANA ALERT CONFIGURATION

• Create Notification Channel in 

Alerting

• Add Alert in Graph/View



17 LEXIS Project

GRAFANA ALERT
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GRAFANA GEO
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• Keycloak

◦ https://www.keycloak.org/

◦ https://www.keycloak.org/extensions.html

• Prometheus

◦ https://prometheus.io/

◦ https://prometheus.io/docs/instrumenting/exporters/

• Grafana

◦ https://grafana.com/

◦ https://community.grafana.com/

◦ https://grafana.com/grafana/dashboards/10441

• Zero Trust Architecture

◦ NIST: https://csrc.nist.gov/publications/detail/sp/800-207/final

◦ NSA: https://www.nsa.gov/News-Features/Feature-Stories/Article-

View/Article/2515176/nsa-issues-guidance-on-zero-trust-security-model/

DOCUMENTATION & LINKS

https://www.keycloak.org/
https://www.keycloak.org/extensions.html
https://prometheus.io/
https://prometheus.io/docs/instrumenting/exporters/
https://grafana.com/
https://community.grafana.com/
https://grafana.com/grafana/dashboards/10441
https://csrc.nist.gov/publications/detail/sp/800-207/final
https://www.nsa.gov/News-Features/Feature-Stories/Article-View/Article/2515176/nsa-issues-guidance-on-zero-trust-security-model/
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CONSORTIUM

CONTACTS

Large-scale EXecution

for Industry & Society

Frederic Donnat

fdo@outpost24.com

https://lexis-project.eu


