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2

©
 A

m
ad

eu
s 

IT
 G

ro
up

 a
nd

 it
s 

af
fil

ia
te

s 
an

d 
su

bs
id

ia
rie

s

2

01 Amadeus in a few words

02 One Strategy / Seven Security Pillars

03 Amadeus ISMS
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Security Processes



CONFIDENTIAL & RESTRICTED

©
 A

m
ad

eu
s 

IT
 G

ro
up

 a
nd

 it
s 

af
fil

ia
te

s a
nd

 
su

bs
id

ia
rie

s

Amadeus in a few words

3

_ We are the leading technology 
company dedicated to the global 
travel industry

_ We are present in 190+ countries
and employ more than 16,000 
people worldwide

_ Our solutions enrich travel for 
billions of people every year

_ We work together with our 
customers, partners and other 
players in the industry to
improve business performance 
and power better journeys 
through travel technology

9th consecutive 
year included in the 
DJSI. Recognized as 
world leader in the 
Software & Services 
industry sector in the 
Dow Jones 
Sustainability Index in 
2020

One of the 
world’s leading 
software companies

690+ million
Passengers boarded
in 2020 with 
Amadeus and 
Navitaire solutions

646+ million
Total bookings 
processed in 2019
using the Amadeus 
distribution platform

Présentateur
Commentaires de présentation
Amadeus is a technology company dedicated to the world’s travel industry.We offer cutting-edge (de pointe) technology solutions that help key players in the travel industry succeed in their business and shape the future of travel moving forward.And we do it on a truly global scale. In 2019 Amadeus processed more than 646 million bookings. Together with Navitaire, our systems boarded more than 1.9 billion passengers.In 2019, Forbes magazine recognized us again as one of the world’s top 10 software companies, and Amadeus has been included to the Dow Jones Sustainability Index for eight years in a row. We are the only travel technology company in the 2019 DJSI - a key recognition of our commitment to business sustainability, environmental and social practices in all of our operations.
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1M+

Our customers
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airport 
operators

ground 
handlers

hotel 
properties

travel agencies, 
online travel agencies, 
tour operators and 
corporations 
worldwide 

mobility 
providers

rail
operators

insurance 
provider 
groups

cruise 
and 
ferry 
lines

airlines

4

90 69 21 29

132 133474

Présentateur
Commentaires de présentation
We serve every part of the global travel ecosystem. Amadeus’ customers include travel agencies, both online and offline, focused on leisure travel and business travel, and corporations themselves; airlines, airports, ground handlers, hospitality businesses, railway and car rental companies, tour operators, insurance provider groups, insurance companies, ferry & cruise lines and other businesses involved in global travel.
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Devices
Domains

11

5K

60K
2K

IPs
ASN

Hosts

112K

104K
SSL Certs

Attack Surface Management
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Présentateur
Commentaires de présentation
We can’t protect what we don’t know / don’t see !! -> Monitoring our digital footprintFor that we need to adapt our SOC tooling -> Keep a good *visibility* into the cloud assets / environments (very dynamic). This is a real challenge, as we have already seen with *CosmosDB* and *OMIGod* incidents in MS Azure: asset management remains a real challenge even in the CloudHow will the Amadeus Cloud Transformation impact our security operations ? Are we going to be more or less secure after migrating to MS Azure ?Our Cloud transformation will definitively change the way we operate: “DevSecOps” operating model -> we have to be more agile, maybe closer to DevOps teams
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Risk-Based 
Approach Visibility Security in 

Suppliers
Security By 

Design
Security 

Resilience
People 

Security

Secure 
Cloud

Solutions

One Strategy, Seven Security Pillars

Présentateur
Commentaires de présentation
Risk-Based : Security risk-based approach in all areas: People, Process, Technology Security By Design : Security across the whole supply chain from design, development, test to operation through a Secure Development Lifecycle (SDL) People Security : Focus on prevention, anticipation, proactivity, incl. Security Awareness & Training based on profilesIndustry and Regulations : Monitoring of industry and regulatory context to address future security challengesPermanent improvement : loop (Plan, Do, Check, Act) supported by security program & projects
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Mandatory or discretional operational actions executed 
to meet security control
(e.g. Security Governance, Security Management Policy, 
Security Awareness, Identity and Access Management, 
Vulnerability Management and Incident Management)

Security Processes 

Amadeus Security Frameworks
Provide a structure to organize controls to ensure they are 
complete and cohesive
(ISO27001)

Security Controls Catalogs
A set of controls to start with & to build our security 
controls catalogue/model on top
(ISO27002, PCI-DSS, CIS, … )

Information Security Management System (ISMS)
Key Components
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Source: Gartner
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Monitoring & communication
Using the ISMS to steer & improve all parts of the 
security organization
Yearly security benchmark against peers & industry

Aggregation / Reporting
Consolidation into Group-level views (e.g., Corporate 
Security Risk Map, Group Dashboard) for steering

Control / qualification
Quality control & improvement of the key deliverables of 
the ISMS implementations in Unit(s)
Audit & Assurance

Implementation in the units
Usage of the Group methodology to implement the ISMS 
in the Unit (under the guidance of the CISO Office) for a 
security risk-based approach

Group-level components
Re-usable components & methods to speed up ISMS 
implementation in units and to ease comparison & 
aggregation

1

2

3

4

5

Maintenance & continuous 
improvement
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ISMS Governance at Amadeus
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Identity & 
Access 

Management
(IAM)

Protect Detect

Attack 
Surface 

Monitoring
(ASM)

Amadeus Security Framework

Respond

Business 
Continuity & 

Resilience 
(Disaster Recovery)

Recover

Digital Forensics 
& Incident 
Response 

(DFIR / SIRP)

Digital & 
Network 
security

(WAF, DDoS, 
Anti-Bot)

Data security 
& 

Cryptography

Development 
Security 

Operation 
(SDL, 

DevSecOps)

Cyber 
Threat 

Intelligence

Supplier 
Security

Assessment

Digital Risk 
Monitoring

(DRM)

User 
Behavior 
Analytics 

(UBA)

Computer 
Emergency 

Response Team
(CERT) 

Awareness
& Security 

training 

Vulnerability 
Assessment 

& compliance
audits 

Endpoint & 
Workload 
Protection 

(XDR)

Security Analytics, 
Orchestration, 

Automation and 
Response 

(SIEM/SOAR)

Security 
Information

and Event 
Management 

(SIEM)

Security Check 
(Pentest, bug 

bounty…)

Infrastructure
& Platform

security

Identify

Assets 
Inventory 
(CMDB) 

Product & 
Application 
Inventory 
(NANO) 

Risk 
Identification

Risk Supply chain 
(Priority, Tolerance, decisions)

Risk 
Management 

Strategy

Threat Intelligence
& Threat Hunting 

Data Breach 
Management

From Theory to Practice 

Présentateur
Commentaires de présentation
IdentifyThe Identify Function assists in developing an organizational understanding to managing cybersecurity risk to systems, people, assets, data, and capabilities. Understanding the business context, the resources that support critical functions, and the related cybersecurity risks enables an organization to focus and prioritize its efforts, consistent with its risk management strategy and business needs.Examples of outcome Categories within this Function include:Identifying physical and software assets within the organization to establish the basis of an Asset Management programIdentifying the Business Environment the organization supports including the organization's role in the supply chain, and the organizations place in the critical infrastructure sectorIdentifying cybersecurity policies established within the organization to define the Governance program as well as identifying legal and regulatory requirements regarding the cybersecurity capabilities of the organizationIdentifying asset vulnerabilities, threats to internal and external organizational resources, and risk response activities as a basis for the organizations Risk AssessmentIdentifying a Risk Management Strategy for the organization including establishing risk tolerancesIdentifying a Supply Chain Risk Management strategy including priorities, constraints, risk tolerances, and assumptions used to support risk decisions associated with managing supply chain risksProtectThe Protect Function outlines appropriate safeguards to ensure delivery of critical infrastructure services. The Protect Function supports the ability to limit or contain the impact of a potential cybersecurity event.Examples of outcome Categories within this Function include:Protections for Identity Management and Access Control within the organization including physical and remote accessEmpowering staff within the organization through Awareness and Training including role based and privileged user trainingEstablishing Data Security protection consistent with the organization’s risk strategy to protect the confidentiality, integrity, and availability of informationImplementing Information Protection Processes and Procedures to maintain and manage the protections of information systems and assetsProtecting organizational resources through Maintenance, including remote maintenance, activitiesManaging Protective Technology to ensure the security and resilience of systems and assets are consistent with organizational policies, procedures, and agreementsDetectThe Detect Function defines the appropriate activities to identify the occurrence of a cybersecurity event. The Detect Function enables timely discovery of cybersecurity events.Examples of outcome Categories within this Function include:Ensuring Anomalies and Events are detected, and their potential impact is understoodImplementing Security Continuous Monitoring capabilities to monitor cybersecurity events and verify the effectiveness of protective measures including network and physical activitiesMaintaining Detection Processes to provide awareness of anomalous eventsRespondThe Respond Function includes appropriate activities to take action regarding a detected cybersecurity incident. The Respond Function supports the ability to contain the impact of a potential cybersecurity incident.Examples of outcome Categories within this Function include:Ensuring Response Planning process are executed during and after an incidentManaging Communications during and after an event with stakeholders, law enforcement, external stakeholders as appropriateAnalysis is conducted to ensure effective response and support recovery activities including forensic analysis, and determining the impact of incidentsMitigation activities are performed to prevent expansion of an event and to resolve the incidentThe organization implements Improvements by incorporating lessons learned from current and previous detection / response activitiesRecover The Recover Function identifies appropriate activities to maintain plans for resilience and to restore any capabilities or services that were impaired due to a cybersecurity incident. The Recover Function supports timely recovery to normal operations to reduce the impact from a cybersecurity incident.Examples of outcome Categories within this Function include:Ensuring the organization implements Recovery Planning processes and procedures to restore systems and/or assets affected by cybersecurity incidentsImplementing Improvements based on lessons learned and reviews of existing strategiesInternal and external Communications are coordinated during and following the recovery from a cybersecurity incident�
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1aligned to NIST SP 800-61 about “ computer security incident handling”

Preparation

Lessons Learnt

Detection & Analyse

Containment, Eradication
and recovery 

Root Cause
Resolution

Regular and 
contractual
follow-up

Incident Response Problem Resolution
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Security Incident Response Plan

Présentateur
Commentaires de présentation
La préparation est la seule chose qui fonctionneLa vulnérabilité de la sécurité des entreprises a été mise à l’épreuve à maintes reprises par les cybercriminels. Alors que ces attaques continuent de croître en volume, en diversité et en sophistication, il est devenu indispensable que les organisations soient prêtes à les gérer efficacement. Chaque système informatique est une cible potentielle, et la principale préoccupation des institutions ne devrait pas seulement être de savoir comment éviter l’attaque mais que faire quand elle se produit. Cependant, l’impact varie en fonction de la rapidité et de l’efficacité avec laquelle vous résolvez le problème. D’où la nécessité d’élaborer un plan de réponse aux incidents (Security Incident Response Plan – SIRP) efficace.Définition d’un plan de réponse aux incidentsUn plan de réponse aux incidents est un guide pour appliquer une série de mesures en cas de violation ou faille de sécurité. Ce plan vise à réduire la quantité et la gravité des incidents de cybersécurité. Cela permet aux entreprises de se concentrer sur les tâches critiques qui limitent les dommages potentiels à leurs systèmes informatiques, leurs données et leur réputation, en plus d’éviter les interruptions inutiles d’activité.Bien que les étapes réelles puissent varier en fonction de l’environnement, un processus typique, basé sur le cadre SANS (SysAdmin, Audit, Network and Security), comprendra la préparation, l’identification, le confinement, l’élimination, la récupération, la notification d’incident et l’examen ultérieur d’incidents. Pour cela, il est très pratique d’avoir une équipe d’intervention, également appelée équipe de réponse aux incidents de sécurité informatique, ou CSIRT (Computer Security Incident Response Team).our réaliser un plan de réponse aux incidents efficace, certains composants sont nécessaires, tels que:Equipes et individus spécifiques responsables de chaque étape du processus de réponse aux incidents.Définition et hiérarchisation des types d’incidents pouvant affecter l’entreprise.Etablissement des procédures claires pour chaque type d’incident.Systèmes conformes aux opérations des entreprises et mise à jour permanente de ceux-ci.Etapes à réaliser dans un plan d’incidentRecruter l’équipe informatique de réponse aux incidentsIdentifier l’incident et déterminer le type et la source de l’attaque.Évaluer et analyser l’impact de l’attaque.Confinement, suppression des menaces et récupération.Notifications et rapportsEffectuer un examen post-incidentConclusionsÊtre en mesure de se préparer à réduire les conséquences de toute attaque ou incident survenant dans les opérations est une priorité pour toute entreprise qui cherche à poursuivre sa croissance. Une réponse aux incidents bien planifiée, une bonne équipe et des outils de sécurité pertinents sont des clés qui vous permettront d’avoir la sécurité que votre entreprise peut affronter ce type de menaces.�
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Threat intel platform
Most Relevant IOC pushed to SIEM

Aggregation & De-duplication

Scoring & Expiration

Enrichment & Contextualization

Export & Push

Case Management

IOC Management

Incident Response Planning
IOC pushed to TIP at case closure

Global & Community Intelligence Feeds (80+)

SIEM
Continuous Monitoring

Threat Hunting

Alerting

& other commercial 
sources

Network & Endpoint Sensors
High Score IOC pushed to sensors for action
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Cyber Threat Intelligence

Présentateur
Commentaires de présentation
Quelles sont ces communautés ou organisations en capacité de fournir ces indicateurs : - Les entreprises ou les administrations qui se sont dotées des technologies nécessaires pour détecter les attaques dont elles sont ou pourraient être les victimes. Certaines d’entre elles, surtout celles dont les comités exécutifs ont pris la mesure du risque cyber, se sont équipées d’un CERT, une équipe de veille et surveillance de la menace et de réponse rapide à incident (« Computer Emergency Response Team ») et ont la possibilité de conserver et de trier leurs propres indicateurs ; - Les CERT nationaux, comme le CERT-FR dont le rôle au sein de l’ANSSI (Agence nationale de la sécurité des Systèmes d’information) est notamment de corréler les informations sur les incidents, de traiter les alertes et d’échanger avec les autres CERT nationaux et privés. Certains gouvernements, comme celui du Royaume-Uni, favorisent ces échanges dans le cadre de partenariat privé-public comme le CISP (« Cyber-security Information Sharing Partnership ») initié par le NCSC (« National Cyber Security Center »). - Des regroupements internationaux indépendants de CERT, comme l’organi- sation FIRST (siège basé à Cary en Caroline du Nord - USA), dont l’objectif est de mutualiser les informations de CERT issus de toutes les cultures et régions du monde. Les menaces étant globales, la réponse elle aussi doit l’être. FIRST regroupe plus de 500 CERT, ont 16 en France. En sont membres pour la plupart des grandes institutions bancaires françaises comme la Banque de France, le Crédit Agricole, La Société Générale, BNP Paribas, la Poste mais aussi le CERT-FR, le SIRP10 d’Interpol et quelques autres. - Les acteurs privés spécialisés dans l’orchestration, de l’automatisation et des solutions de réponses aux incidents de cyber sécurité. Toutes  ne fournissent pas exactement les mêmes services mais leur utilisation est bien sûr payante ; Ces organisations issues des US sont très fortement orientées pour défendre les actifs Américains. Comment s’organiser face à la menace et anticiper pour être prêt, par exemple en cas de pandémie mondiale�En effet, reprenant ainsi l’analogie de la pandémie, il est nécessaire de veiller à alerter l’ensemble de la chaîne dès l’apparition des premiers « clusters » de diffusion afin de se prémunir de la pandémie. L’étape suivante est de fournir l’antidote ou le vaccin afin de rendre cette menace mineure et être ainsi capable de vivre avec. Ces éléments sont devenus vitaux, notamment du fait d’un marché parallèle au sein duquel sont vendus ces malwares, trojans ou concepts d’attaques. Il n’est pas rare de voir ressurgir des versions mutantes des malwares quelques années après la diffusion de ces « zero day ».�Compte tenu de la rapidité de mutation de ces malwares, il est donc indispensable d’agir sur la rapidité de diffusion des symptômes permettant de déceler ces attaques informatiques. 
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Focused, actionable intelligence

Trusted environment for anonymized 
information sharing and collaboration

Shared situational awareness

Global engagement

Greater responsiveness and resilience

Reduced business risk 

Members & Partners
(Public & Private sector / Vendors)

Threat Intel Feeds

*Aviation Information Sharing and Analysis Center
https://www.a-isac.com/

32 Airlines are member today

Focus on Aviation ISAC

Présentateur
Commentaires de présentation
INTELLIGENCE ANALYSISOur threat intelligence represents the collective input of hundreds of analysts across the aviation sector. We act as an extension of your team, seeking member-targeted threat indicators. Information sharing occurs across multiple channels, including a secure threat intelligence platform where members have access to IOCs, APT data, campaign activity, mitigation strategies, reports, discussion forums, and more. We provide strategic analysis and identify correlations, providing actionable threat intel without the noise. INDUSTRY AND GOVERNMENT RELATIONSHIPSA cyber-resilient aviation ecosystem relies on information sharing and relationships, both private and public. We have strong working relationships with aviation associations, government cybersecurity agencies, CERTs, and other public agencies. These relationships were created to enhance and improve global aviation information sharing. Among others, we have agreements and relationships with government cybersecurity agencies in Canada, Israel, Europe, Australia, and the United States. We partner with like-minded associations and educational organizations such as Airports Council International to share aviation-specific cybersecurity information. Working with Embry-Riddle Aeronautical University, we develop training for college students via our annual student cyber challenge. WORKING GROUPSOur working groups address the most critical subject areas threatening aviation cybersecurity as identified by our member company CISOs. Working groups meet monthly online and quarterly face-to-face.Network Security Architecture: Addresses security solution engineering for the IoT and cloud services. Participants include network administrators, infrastructure & security engineers, network & security architects, network & security engineers, network managers.Product Security: Develops and prioritizes product security interests and risks. �Participants include product cybersecurity engineers, leaders, and response teams.Airport Technology: Addresses issues focused on airport technology and the interface between airlines and airports. Participants include airport CISOs and IT leads, cybersecurity managers from member companies who operate within airports. Compliance & Third-Party Risk: Identifies and addresses global compliance requirements, issues, and concerns. Participants include security & compliance program directors, PCI senior managers, data privacy officers, governance & compliance managers, info sec risk management leads, privacy office/legal department managers and counsel, and other privacy, risk, and compliance staff.Threat Actor: Monitors and develops profiles of global threat actors targeting aviation. Participants include cyber intelligence analysts, incident response analysts, threat intelligence analysts. Fraud: Identifies best practices to combat the tools, techniques, and processes of threat actors. Participants include functional fraud managers, fraud investigation directors, revenue protection finance managers, card and fraud services portfolio managers, as well as threat intelligence and response analysts. Training & Exercise: Creates and delivers training and exercises; and promotes coordinated training and exercise efforts for members. Participants include those responsible for cybersecurity training and training and exercise specialists. Communications & PR: Collaborates on messaging to ensure comprehensive industry voice. Participants include corporate communications directors and managers and media liaisons. Threat Hunting: Elevates member skill set in advanced threat detection and distributes cutting-edge indicators across the membership.Vulnerability Management: Elevate member vulnerability management best practices and validate the current vulnerability management work conducted by the Aviation ISAC. �
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• Run internal fake phishing attacks 

Phantom attacks

Trainings
• Generic training for all staff, from a yearly mandatory training 

to mandatory monthly short trainings, dedicated trainings for 
administrators and priviledge account owners and dedicated 
trainings for security experts:

• CISM, CISSP, SANS,…

Perform cyber attacks simulation exercises
• Perfom cyber attacks exercices: could be table top exercices,  

Industry crisis exercices (with ENISA), cyber attack simulation... 
At different hierarchy levels : CCMT and ECMT: 

• ANSSI guide: https://www.ssi.gouv.fr/uploads/2020/10/anssi-
guide-organiser-un-exercice-de-gestion-de-crise-cyber-v1.0.pdf

• Perform restores tests from offline backups
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Cybersecurity Awareness and Training program

Présentateur
Commentaires de présentation
Typical security trainings for cyber security professionnals CompTIA Security+ 501 and Certified Ethical Hacker (CEH), which prepare professionals to become security testing expertsCertified Information System Security Professional (CISSP), which trains students to become chief information security officers (requires at least five years of IT security experience)Certified Information System Auditor (CISA), where students audit and verify systems and policiesCertified Information Security Manager (CISM), where students manage an organization’s daily security through projectsCertified in Risk and Information Systems Control (CRISC), which focuses on business processes to determine risk levelsCertified Cloud Security Professional (CSSP), which gives an architectural overview of cloud technology and security

https://www.ssi.gouv.fr/uploads/2020/10/anssi-guide-organiser-un-exercice-de-gestion-de-crise-cyber-v1.0.pdf
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. Use dedicated internal vulnerabilty scanners, track and verify updates 
(Nessus, Qualys) 

Internal scans to identify vulnerabilities

Identify assets
Asset inventory:  make sure you know your assets location,  identify owners, 
solutions and data criticality,….

External scans to measure our security posture 

Use exernal scanners to verify our digital footprint. Business ecosystems 
also want to monitor and assess the security maturity of their partners
(RiskIQ, Security Scorecards, Bitsight,…)

Firewall controls
Perform reviews of network cartography, firewall vulnerabilities and 
consistance of firewall rules ©
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Vulnerability & IT Compliance Management

Présentateur
Commentaires de présentation
Vulnerability management has been an important part of security operations for decades. Many organizations understand the importance of a vulnerability management program, and augment it with stringent vulnerability management cycles and minimum security baselines. However, many face challenges such as failing audits, are unable to report the appropriate metrics to higher management using language they understand, feel overwhelmed by the sheer number of vulnerabilities and, worst of all, fear a breach. Many organizations describe their vulnerability management programs as “scan, patch and rescan” processes. However, that is the primary issue — performing vulnerability management as a plain and ineffective task consisting of only toolset-aided scans, which are followed by patching.An effective vulnerability management program requires consistent processes, business context, risk prioritization, timely remediation, mitigation, actionable metrics, and all of this without business disruption and zero forbearance for business consequences. Even with all of the aforementioned components, managing vulnerabilities is not so simple. Certainly only scanning and patching will not do the job effectively. It requires comprehensive planning at each step. Here are Gartner’s top-five recommendations to increase the effectiveness and impact of your vulnerability management efforts.Recommendation No. 1: Discover and Classify Assets: Address the lack of visibility on infrastructure and assets by working with I&O teams, application owners and other asset owners to close any infrastructure blind spots and to have up-to-date knowledge of assets.Recommendation No. 2: Scan for Vulnerabilities at the Optimal Frequency: Scan at an optimal frequency that is rational and in sync with the remediation cycle. This frequency should be derived from the organization’s risk tolerance, compliance mandates and the number of other asset classes, such as critical infrastructure.Recommendation No. 3: Prioritize Vulnerability Remediation: Implement a risk-based vulnerability approach that strategizes the teams’ effort and enables them to treat vulnerabilities that are relevant, exploitable and possess significant business risk.Recommendation No. 4: Manage Exceptions: Not assume that patching is the only treatment option. Leveraging compensating controls and risk acceptance is not ideal, but it may be an appropriate alternative. Incorporate network security controls, configuration changes and system hardening, as well as network segmentation, to mitigate the risk of exceptions.Recommendation No. 5: Implement Actionable Metrics: Prepare and present operational and executive metrics that measure performance, prompt actions and convey the value delivered by the vulnerability management capability.�
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Thank you


	Anticipation of Cyber Crisis: Governance and Best Practices
	Diapositive numéro 2
	Diapositive numéro 3
	Our customers
	Diapositive numéro 5
	Diapositive numéro 6
	Information Security Management System (ISMS)�
	Diapositive numéro 8
	Diapositive numéro 10
	Diapositive numéro 11
	Diapositive numéro 12
	Diapositive numéro 13
	Diapositive numéro 15
	Diapositive numéro 17
	Thank you

