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Amadeus. It’s how travel works.

Source: Global Report 2024
3

€1,365 million
20,000+
professionals

190+ countries

470+ million 2.2+ billion

$120+ billion

Diversity leaders

€6,141.7 million

One of the largest R&D investors in the 
software industry in Europe. 
Gross investment in 2024

6th consecutive year included 
in the Financial Times list of

Bookings in 2024 Passengers boarded in 2024

Payments processed

Serving customers in

Revenue 2024

Global team of
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Who we are – Nicolas De Toffoli

Amadeus. It’s how travel works better.

4

C++ Developer
Dev Manager

Project Manager
Security Enthusiast

Cyclist

Head of SDL
(Application Security Office)

Senior Manager Developer-Entrepreneur

4
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Who we are – Benjamin Hilaire

Amadeus. It’s how travel works better.

Java Developer
Web Developer

DevSecOps
Security Expert

Expert on SDL
(Application Security Office)

Lead Information Security Expert Security Expert

5
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DISCLAIMER

ALL CHARACTERS APPEARING IN THIS STORY ARE FICTITIOUS 
ANY RESEMBLANCE TO REAL PERSONS IS PURELY COINCIDENTAL

HOWEVER, THE CONCEPTS PRESENTED HERE
ARE REAL AND RELEVANT



©
 A

m
ad

eu
s 

IT
 G

ro
u

p
 a

n
d

 it
s 

a
ff

ili
at

e
s 

an
d

 s
u

b
si

d
ia

ri
es

7

Roadmap

03JUL25

Proof of value

JUL-AUG25

Design and 
development

SEP25

Tests

03OCT25

Deployment in 
production

Using GenAI, it 
will be piece of 

cake! 

Hi!
I’m Nicolas.

I’m a successful  
entrepreneur.

I’ve got a new idea 
to partner with 

Amadeus…

Here is the Proof 
of value of my 
app MyTravel
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I’m Benjamin.
I’m a cyber-

security expert at 
Amadeus.

Happy to help!

Hey!

I’ve got a new 
idea to propose to 

Amadeus…
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Great idea!
Have you heard 
about hacking?

I don’t have 
1.5 billion 
euros… yet

Why would North 
Korea target me ?
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Everyone can be 
targeted

Do you think 
I'm a 

dummy?

Don’t worry, my 
app is secure

Panorama de la Cybermenace 2024 – CERT-FR (ANSSI)
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All right, let’s 
play with 
your app…

11

Here you are:
https://mytravel.heroku.ap

p

Magic!
I am now admin 
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I’m astonished.
You’re very good !

Really?
Show me your 
development 

lifecycle

I used one of the 
most common 

issues, the default 
user/password. It’s 

not even real 
hacking

…But I’m 
disappointed as I 

have a great 
security provider
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Exploration

Design

CICD

Operations• Security

Here’s my 
development 

lifecycle

Development Lifecycle
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Defense in Depth

‘Defense in Depth’, 
is it meaningful 

for you?

Yes, this is the 
‘weak link’ idea.
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14 Touchpoints among 16 DevOps steps

Secure Development Lifecycle (SDL) at Amadeus

Usually, it’s a 
3-day 

training

Very good, 
how long 

does it take 
to learn it?

We’ve only 
got 30 min 
before next 

talk

You can 
achieve 

Defense in 
Depth thanks 

to SDL
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Secure Development Lifecycle

Exploration

Design

CICD

Operations

• Code review
• SAST

• Threat 
modeling

• Security awareness

• SCA

• DAST
• WAF
• OffSec
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Training for security ownership

• Train all the actors of the products

• Empower team to own product security

Security awareness

• Provide security training curriculum

• Use persona for curriculum

• Training can take time

• Teams need to understand the risk of no 
training

• Prefer regular but short training

• Use persona for curriculum

• Leverage training platforms

Exploration
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Aka Security assessment

• Assess security risk at design phase

• Functional and technical cases

Threat Modeling

• Run a security assessment

• Need people trained on security• Identify fixes and mitigations

• Update the original design

• Create security tests

Design
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Let’s do a live 
security 

assessment!

I’m not a 
security 

expert yet Just explain 
your standard 
use cases to me 
and we’ll build 

abuse cases
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(and think like a hacker)

Let’s talk about my application

Ask the app for a 
trip 

recommendation  

Hijack application goal 
and use GenAI for free

Click on a 
booking link

Hacker craft specific request

Booking links are in 
fact going to a 

malicious fake booking 
site that steals credit 

cards
Hacker modifies software or DB

Validate the prompt before going to LLM

Whitelist the domain of the links to show
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Manual but critical process

• Find issues in source code (pull requests)

• Ensure high level of quality and security

Code review

• Tech Lead reviews pull requests for quality and 
security

• Reviewer gives constructive comments

• Manual operation

• Can slow down code integration

• Create checklist on pull requests

• Do not authorize merge without approval by 
someone senior (excluding the PR author)

CI
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The first security scanner

• Find possible vulnerabilities in source code

• Identify secrets

Static Application Security Testing (SAST)

• Analyze source code

• Understand the input/output

• Provide recommendations

• High rate of false positives

• Time to scan

• Assess findings to triage false positives

• Understand issue and risk

• Apply fix

CI
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When 3rd party libraries may come with some vulnerabilities

• Find known vulnerabilities in libraries

• Some vulnerabilities could be directly found and 
exploited (e.g. log4j in 2021)

Software Composition Analysis (SCA)

• Compute software composition

• Compare composition to known vulnerabilities 
(i.e. NVD)

• Need regular update

• Major update may break features

• Assess the condition of exploitability

• Update to version with vulnerability fixed

CD
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Validating the whole application

• Test the full application while running

Dynamic Application Security Testing (DAST)

• Feed the tool with functional scenarios

• Tool will use common attacks (OWASP Top 10) 
to abuse your application

• Scenarios need to be regularly updated

• Isolate the testing environment (as it could be 
destructive)

• Prepare exhaustive scenario

Operations



©
 A

m
ad

eu
s 

IT
 G

ro
u

p
 a

n
d

 it
s 

a
ff

ili
at

e
s 

an
d

 s
u

b
si

d
ia

ri
es

25

Validating the whole application

• Protect all types of applications against web 
attacks

• Most WAFs are also CDN and Antibot

Web Application Firewall (WAF)

• Contact a vendor that will act as a proxy for your 
domains

• Need maintenance and monitoring

• Expensive

• Put the WAF in front of your domain

• Configure the WAF

• Monitor the security events

Operations
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Aka external validation

• Test the application from hacker point of view

Offensive Security (OffSec)

• Someone with offensive security knowledge 
targets your application

• Professionals may be costly or hard to 
find/evaluate

• Probably the last touchpoint to implement (for a 
good ROI)

• Contact a pentesting company

• Open a bug bounty program

• Or do it internally!

Operations
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A short recap

Secure Development Lifecycle

Exploration

Design

CICD

Operations

• Code review
• Static Application Security 

Testing (SAST)

• Security 
Assessment

• Security awareness

• Dynamic Application 
Security Testing (DAST)

• Web Application 
Firewall (WAF)

• Offensive Security 
(OffSec)

• Software Composition 
Analysis (SCA)
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Indeed, let’s 
deploy SDL on 

MyTravel app in 
a smart way.

Now, it’s time 
to implement 

SDL!
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SDL scanners integrated in CI/CD

Local
development

Continuous 
integration

Continuous
deployment

& tests

Source code 
management

Application Security Posture Management (ASPM)

Let’s industrialize 
scanner run within 
CI/CD toolchain!

Secret scan
Secret push 
protection

SCA for 
containers

SCA

SCA

SAST

SAST

DAST

DAST: Dynamic Application Security Testing

SAST: Static Application Security Testing
SCA: Software Composition Analysis
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And do it right!

Shift left DAST: Dynamic Application Security Testing
OffSec: Offensive Security
SAST: Static Application Security Testing
SCA: Software Composition Analysis
WAF: Web Application Firewall

Exploration Design CI CD

Security 
awareness

Security 
assessment

Operations

Code
review

WAF

OffSec

Security scanners

So proud to 
become AppSec 
knowledgeable! 
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This SDL is 
really powerful

Now, I want to 
monitor my SDL 

posture

Hum… you 
want to 

built some 
kind of a 
‘score’?
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SDL Score

Deployment Score

• Execute security scanners 
regularly

Triage Score

• % of triaged findings

Backlog Score

• Fix vulnerabilities within SLAs

SDL Score
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To monitor your SDL Score 

SDL Dashboard

SDL 
Score
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Back to Amadeus….

34
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... provided to engineering teams

SDL is finally a real internal product

Methodology

AppSec Governance

SDL KPIsScannersSDL Toolset SDL Trainings

Software Security Community

AppSec
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We…

Made with <3 in Amadeus

make
an 

Internal 
Product

partner 
with our 
Internal 
Clients

do
care 

about
UX
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Key takeaways

Non 
Functional 

Requirement

Everywhere 
for everybody

Security

Balance 
security, UX, 
features and 

cost

Implement 
iteratively

Pragmatism

SHIFT LEFT SECURITY!
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CONFIDENTIAL

Amadeus. It’s how travel works better.
38

Time for questions
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